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First entry to a set (of a process {X.})
A random vector process {X,} evolves in time in R%

A is a subset in RE

{Xt} QA g
X{]
O

T=inf{t >0: X; € A}

7 is random, depends on realization of {X,}.

If {X,} observable and .A known, problem is

If {X,} (partially) hidden, problem becomes
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Instead of {X,} we observe process {¢,}

(X} A

X b
OU Entry to a set, inflicts
change in statistical behavior

Po (Eo) Py (Ey)

¢ fF
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" First-entry:
" Unifies various versions of sequential change detection.

" Deeper understanding of change-imposing mechanism
may lead to more efficient detectors.

Detection of 7
Using observations {¢,}, we like to decide about time 7
of first entry of { X} into A.

T the time we decide that 7 has occurred.

1" is random, depends on the realization of the
observations {¢,}. Not necessarily!

7 dependson{X,} @ 1I'=7? 1 dependson {{}
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Power Grid: Immediate detection 1T'= 7

X,: Energy at major points in the grid.
¢, = X,+W, noisy measurements.

A: If X, € A then, after short time major blackout.
A is known
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Structure health monitoring: Delayed detection T > 7

X,: Vibrations at every point of the structure (state)
¢, = AX.+W, Low dimensional noisy measurements

A: If X, € Athen cracks ( in the structure)
A known or unknown.

G.V. Moustakides: Sequential detection of a first-entry-to-a-set, Huawei, Paris. April 2016



Independent { X} and {¢ }:
X,: Time
&, Noisy measurements

A: {12} (when time hits 12 - change)

Independent
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Quality monitoring of manufacturing process (1930’s)
Biomedical Engineering

Electronic Communications

Econometrics

Seismology

Speech & Image Processing (segmentation)

Vibration monitoring (Structural health monitoring)
Security monitoring (fraud detection)

Spectrum monitoring

Scene monitoring

Network monitoring (router failures, anomaly detection)
Epidemic detection .....

CUSUM: 2,880 hits in 2015. Google Scholar
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We monitor a process {£,}

At every time ¢ consult available data: &, ,..., &

= Decide: first entry did not take place before or at ¢
Continue sampling

= Decide: first entry took place before or at ¢
Stop sampling! (done with detection)

Examples
T'=inf{t >0:w(&) < v} Very rich
T:inf{t>0;£1_|_..._|_£t2y} class
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Performance metrics - known entry set

Immediate Detection
J(T)=Po(T'=7|T > 1) (I'<7:Falsealarm)

sup J(T') =supPo(T = 7|T > 7)
T T

subjectto: Po(7T < 7) <

Delayed Detection
ER) = =0 — =
i%fj(T) = igf ET|dia= 7l =8
subjectto: Po(7T < 7) < «
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Immediate detection - known entry set

LU =30y Pl = 7l =
T 't
subjectto: Po(7T < 7) < «

Pair process {( X, , &)} isi.i.d. before and after 7 with
joint pdfs f,, /5.
Our group (2016): Define the statistic

me = Po(X: € Al&)
and stopping rule

T,=inf{t >0: 7 >v}, ve(@,1)
Threshold selected to satisfy constraint with equality.

G.V. Moustakides: Sequential detection of a first-entry-to-a-set, Huawei, Paris. April 2016 11




Delayed detection - known entry set

i%fj(T) = ir%f S =g 22y
subjectto: Po(7T' < 7) < «
Pair process {(X, , &)} is i.i.d. before and after 7 with

joint pdfs f,, f;
Our group (2016): The optimum test

s f1(&¢) it
St S T e W T
e = Po(X; € A‘ft)

s —nife =0 5, > v

Threshold selected to satisfy constraint with equality.
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Shiryaev test

Pair process {( X, , &)} isi.i.d. before and after 7 with joint
pdfs f,, 1.

If additionally we assume {X,} and {§,} independent then
we recover the Shiryaev test (1963).

We note that;:

My = Pg(Xt = A‘ft) — PU(Xt Es «4) —!
The previous test becomes equivalent to:

f1(&t)
i Ui e

15 ="Int{L BV
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Unknown entry set

» WWhat if entry set A is unknown?

" Bridge example: We do not know which set the
state must enter, in order to produce a crack.

" Can we still detect the first-entry to an unknown set?
Equivalently detect the change-time 7 that inflicts

change in statistics?

Focus on
change of the statistics
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Performance metrics - unknown entry set

Immediate Detection :' Worst-case analysis
J(T) =xt' R (T == TE7)

sup J(T') =supinfP (T =7+ 1|T > 7)
] T
subject to : Eg|T| > v

Delayed Detection
() = E{[T —7|T > 7]

igf ) = igf supE [T — 7|T > 7]
T subject to : Eo[T'| > v
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Delayed detection - unknown entry set

{X,} and {{,} independent processes
Jp(T) =supEq[T — 7|T > 7]

We can show:

JIp(T) = supE [T — t|T' > t] Pollak (1985)
t>0

inf Jp(T') subject to : EolT| > v

Discrete time: i.i.d. data before and after the change with
pdfs f,,f;.
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Shiryaev-Roberts-Pollak test

Compute recursively the following statistic:

f1(&t)
fo(&¢)

Pollak (1985): If S, specially designed, then
[JP(TP) — Igf Jp(T)] — U Pas 7 — o0

S, = (Seaq991) Tp = inf{t >0: 8, > v}

Exact optimality? Tartakovsky (2012) counterexample.

Continuous-time? Time variation? Dependence? Multiple
pre- and/or post-change possibilities?
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{X,} and {{,} dependent processes
J(T) =supE{[T — 7|T > 7]

We can show:

JL(T) =sup sup Ei[(T —8)T|&4,. .., &]
tEO £1:'**:£t
Lorden (1971)

igf JL(T') subject to: Eo|T] > v

Discrete time: i.i.d. data before and after the change with
pde f{]:fl'
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CUSUM test
St = max{St_l, 1} fl (ft)
fO (gt) fl (St)

= {Si_1+(1—S;_1)"}
Tc = INTACENIESS /=80 fol&)

Discrete time: Lorden (1971) asymptotic optimality.
Moustakides (1986) exact optimality.

Continuous time: Shiryaev (1996), Beibel (1996)
Brownian Motion with constant drift before and after.

Moustakides (2004 ) strict optimality for Ito processes.

Dependence? Multiple pre- and/or post-change
possibilities? Time variation?

G.V. Moustakides: Sequential detection of a first-entry-to-a-set, Huawei, Paris. April 2016

19



Our group: Time variation
fol&1)s--plEH) Abrupt change

<)
Transitory Phase

Jolé)s- ol e lErir) Transitory change
Power networks: Power line outage detection
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JL(T) =sup sup Ei[(T —t)"|&1,...,&] Lorden
tEO £1:-“a£t

i JL(T) subject to : Eo[T] > ~

f1(&¢)
fo(&t)

g1(&t)
fo(&¢)

TC:inf{t>0:St2y}

St = St—1 - o(St—1)

Moustakides & Veeravalli (2016): for specially designed
function ¢(.S) we have optimality.

Classical case g,=f; requires (.5)=(1- S)* (CUSUM)
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Immediate detection - unknown entry set
J(T)=Pi(T =7+ 1|T > 7) Shiryaev like

L) = ;QE P,(I'=t+ 1T > t) Pollak like

JUT) = inf inf Py(T=t+1]¢,...,&)

Lorden like
. f1(&) Shewhart test
T :lnf{t>0: >.v}
> TolE (1931)

Optimality: Bojdecki (1979); Pollak and Krieger (2013);
Moustakides (2014).

Time variation? Multiple pre- and/or post-change
possibilities? Dependence?
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Recent result: Dependence

J(T) =ntaint. Pj (=S =1
= t20 81,8 . 2 Logrisl)en like

sup JL(T') subject to: Eo|T] > v
7T

Markovian pre- and post-change pdfs for observations {&,}

f1(&t )
fo(&: ) = }

Moustakides (2015): With properly designed functions
c(&) and (&) we solve the constrained optimization.

Mo = inf{t >E
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Under investigation

In a graph each node
generates a process
that is observed.

At time 7 thereis a
change in statistics at a

et

Detect change and
isolate changed nodes.

On the subgraphs of interest we impose sparsity or
connectivity constraints. For example when there is a
unique path between two affected nodes, intermediate

nodes must also be affected.
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Z, (Very) long vector.

We are interested in the
problem of dimensionality
reduction:

& = AZ,
A of dimensions M x K
with M<K K

We want to design matrix
A so that with {£,} we
detect efficiently

changes in {Z,}.

Matrix A can have random elements (linear sketches).
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